Abstract. The fact that sensor networks are deployed in wide dynamically changing environment and usually left unattended, calls for nomadic, diverse and autonomic behavior. The nature of security threats in such networks as well as the nature of the network itself raise additional security challenges, so new mechanisms and architectures must be designed to protect them. In an autonomic communication context these mechanisms must be based on self-healing, self-configuration and self-optimization in order to enforce high-level security policies. In this work we discuss the research challenges posed by sensor network security as they apply to the autonomic communication setting.
Introduction
During the past few years there has been an explosive growth in the research devoted to the field of sensor networks, covering a broad range of areas, from understanding theoretical issues to technological advances that made the realization of such networks possible. These networks use hundreds to thousands of inexpensive wireless sensor nodes over an area for the purpose of monitoring certain phenomena and capture geographically distinct measurements over a long period of time. Nodes employed in sensor networks are characterized by limited resources such as storage, computational and communication capabilities. As an example, Figure 1 shows a sensor node designed at UC Berkeley, along with its processor and radio characteristics. The power of sensor networks, however, lies exactly in the fact that their nodes are so small and cheap to build that a large number of them can be used to cover an extended geographical area.
Even though originally research on sensor networks was motivated my military applications, the availability of low cost sensors and the advances in communication networks have resulted in exciting applications [1] [2] [3] in a wide range of fields such as counterterrorism applications, environmental and habitat monitoring, disaster management and traffic control. One reason that make such networks attractive is the fact that they can be deployed rapidly and start operating without the need of any previous infrastructure or human intervention. For instance, sensor networks could be deployed directly in the region of interest to help rescuing efforts at disaster sites, or they could monitor conditions at a highly toxic environment, along an earthquake fault, or around a critical water reservoir. As most of the applications require the unattended operation of a large number of sensor nodes, this raises immediate problems for administration and utilization. Even worse, some times it is not possible to approach the deployment area at all, like for example in hostile environments of military applications. So, sensor networks need to become autonomous and exhibit responsiveness and adaptability to evolution changes in real time, without explicit user or administrator action.
Autonomic responses of sensor networks are especially important to counter security threats. Most sensor networks actively monitor their surroundings, and it is often easy to deduce information other than the data monitored. Such information leakage often results in loss of privacy for the people in the environment. Moreover, the wireless communication employed by sensor networks facilitates eavesdropping and packet injection by an adversary. The combination of these factors demands security for sensor networks [4, 5] to ensure operation safety, secrecy of sensitive data and privacy for people in sensor environments.
Nevertheless, sensor networks cannot rely on human intervention to face an adversary's attempt to compromise the network or hinder its proper operation. Neither can they employ existing security mechanisms such as public key infrastructures that are computationally expensive. Instead, an autonomic response of the network that relies on the embedded pre-programmed policies and a coordinated, cooperative behavior is the most effective way to gain maximum advantage against adversaries.
-Constrained hardware: Establishing secure communication between sensor nodes becomes a challenging task, given the limited processing power, storage, bandwidth and energy resources, as well as the lack of control of the wireless communication medium. Public-key algorithms, such as RSA [6] or Diffie-Hellman key agreement [7] are undesirable, as they are computationally expensive. Instead, symmetric encryption/decryption algorithms and hash functions are between two to four orders of magnitude faster [8] , and constitute the basic tools for securing sensor network communications. However, symmetric key cryptography is not as versatile as public key cryptography, which complicates the design of secure applications. -Wireless communications: Sensor networks use wireless communication which is particularly expensive from an energy point of view (one bit transmitted is equivalent to about a thousand CPU operations [9] ). Hence one cannot use complicated protocols that involve the exchange of a large number of messages. Additionally, the nature of communication makes it particularly easy to eavesdrop, inject malicious messages into the wireless network or even hinder communications entirely using radio jamming. -Exposure to physical attacks: Unlike traditional networks, sensor nodes are often deployed in areas accessible by an attacker, presenting the added risk of physical attacks that can expose their cryptographic material or modify their underlying code. This problem is magnified further by the fact that sensor nodes cannot be made tamper-resistant due to increases in hardware cost. -Large scale deployment: Future sensor networks will have hundreds to thousands of nodes so it is clear that scalability is a prerequisite for any attempt in securing sensor networks. Security algorithms or protocols that have not designed with scalability into mind offer little or no practical value to sensor network security. -Aggregation processing: An effective technique to extend sensor network lifetime is to limit the amount of data sent back to reporting nodes since this reduces communication overhead [10] . However, this cannot be done unless intermediate sensor nodes have access to the exchanged data to perform data fusion processing. End-to-end confidentiality should therefore be avoided as it hinders aggregation by intermediate nodes and complicates the design of energy-aware protocols.
All these limitations make sensor networks more vulnerable to attacks, ranging from passive eavesdropping to active interference. In particular, we distinguish attacks as outsider and insider attacks. In outsider attacks, the attacker may inject useless packets in the network in order to exhaust the energy levels of the nodes, or passively eavesdrop on the network's traffic and retrieve secret information. An insider attacker however, has compromised a legitimate sensor node and uses the stolen key material, code and data in order to communicate with the rest of the nodes, as if it was an authorized node. With this kind of intrusion, an attacker can launch more powerful and hard to detect attacks that can disrupt or paralyze the network.
Usually in sensor networks there exists one or more base stations operating as data sinks and often as gateways to other networks. In general a base station is considered trustworthy, ether because it is physically protected or because it has a tamper-resistant hardware. Concerning the rest of the network, we now discuss the standard security requirements (and eventually behavior) we would like to achieve by making the network secure.
-Confidentiality: In order to protect sensed data and communication exchanges between sensors nodes it is important to guarantee the secrecy of messages. In the sensor network case this is usually achieved by the use of symmetric cryptography as asymmetric or public key cryptography in general is considered too expensive. However, while encryption protects against outside attacks, it does not protect against inside attacks/node compromises, as an attacker can use recovered cryptographic key material [11] to successfully eavesdrop, impersonate or participate in the secret communications of the network. Furthermore, while confidentiality, when applied properly, guarantees the security of communications inside the network it does not prevent the misuse of information reaching the base station. Hence, confidentiality must also be coupled with the right control policies so that only authorized users can have access to confidential information. -Integrity and Authentication: Integrity and authentication is necessary to enable sensor nodes to detect modified, injected, or replayed packets. While it is clear that safety-critical applications require authentication, it is still wise to use it even for the rest of applications since otherwise the owner of the sensor network may get the wrong picture of the sensed world thus making inappropriate decisions. However, authentication alone does not solve the problem of node takeovers as compromised nodes can still authenticate themselves to the network. Hence authentication mechanisms should be "collective" and aim at securing the entire network. Using intrusion detection techniques we may be able to locate the compromised nodes and start appropriate revoking procedures. -Availability: In many sensor network deployments (monitoring fires, quality of water in reservoirs, protection against floods, battlefield surveillance, etc.), keeping the network available for its intended use is essential. Thus, attacks like denial-of-service (DoS) that aim at bringing down the network itself may have serious consequences to the health and well being of people. However, the limited ability of individual sensor nodes to detect between threats and benign failures makes ensuring network availability extremely difficult. Additionally, it is important that the network still operates under such scenarios and that its operation degrades in a predictable and stable way despite the presence of node compromises or failures.
All this discussion suggests that it is necessary to develop networks that exhibit autonomic security capabilities, i.e. be resilient to attacks and have the ability to contain damage after an intrusion.
A security architecture for sensor networks must integrate a number of security measures and techniques in order to protect the network and satisfy the desirable requirements we have outlined. In what follows we describe some of these components (and the techniques involved) that are currently under research in sensor networks and we discuss some open challenges with respect to autonomic communication behavior.
Key Establishment and Initial Trust Setup
One important component of autonomic communication is programmable and controlled group communication. Members leave and join the group according to some membership rules and follow the same behavior pattern within the group. When setting up a secure sensor network, one must be able to embed trust rules that govern the security level of group communications as well as the self-configuration nature of the network. This includes discovering new nodes and adding them in the group as well as identifying and isolating malicious ones. Eventually this translates in establishing cryptographic keys between the members of the group.
Key establishment protocols used in traditional networks are well studied but cannot be applied here due to the inherent limited capabilities (CPU power, memory, etc.) of sensor nodes. Moreover, key-establishment techniques need to scale to networks with tens of thousands of nodes. Simple solutions such as network-wide keys [12] are not acceptable from a security point of view since compromising a single node leads to compromise of the entire network, leaving no margins for self-healing. On the other hand, having each node sharing a separate key with every other node in the network is not possible due to memory constraints (each node usually has a few KBs of memory).
Typically, the problem of initial trust setup can be solved by allocating to each sensor node a randomly selected subset from a pre-established set of keys [13] [14] [15] . Then sensors can communicate securely if they have one or more keys in common. However, these techniques offer only "probabilistic" security as compromising a node may lead to security breaches in other parts of the network. Some other techniques exist [16, 17] that are designed to restrict an adversary that compromised a node to a small portion of the network supporting in-network processing at the same time, but more research is needed in this area.
In order for sensor nodes to be able to communicate safely using established cryptographic keys, a key refresh mechanism is also needed. In an autonomic scenario, re-keying is equivalent with self-revocation of a key when the network detects an intrusion or the lifetime of the key has expired. In order to keep the desirable security level intact the network itself has to determine that rekeying is needed and initiate the appropriate mechanisms. Re-keying is thus a challenging issue, since new keys must be generated in a collaborative and energy-efficient manner, so not all security architectures can support them.
Resilience to Denial of Service Attacks
Adversaries can limit the value of a wireless sensor network through DoS attacks making it imperative to defend against them. DoS attacks can occur at multiple protocol layers [18] , from radio jamming in physical layer to flooding in transport layer, all with the same goal: to prevent the network from performing its expected function. Adversaries can involve malicious transmissions into the network to interfere with sensor network protocols and induce battery exhaustion or physically destroy central network nodes. More disastrous attacks can occur from inside the sensor network if attackers compromise some of the sensors themselves. For example, they could create routing loops that will eventually exhaust all nodes in the loop.
Determining that the network is subject to a DoS attack is a very challenging problem. Especially in large-scale deployments, it is hard to differentiate between failures caused by intentional DoS attacks and nominal node failures. An autonomic sensor network must be able to monitor the network traffic and look for suspicious patterns that match some possibly learned rules about what is normal or abnormal behavior [19] . Then it can respond according to the type of the attack.
Potential defenses include techniques such frequency hopping, spread spectrum communication [20] and proper authentication. What is needed, however, is an autonomic coordinated response to defend against DoS attacks with a minimum latency between the detection and a coordinated response. One example could be the use of unaffected nodes to map the affected region and then route around the jammed portion of the network [21] . Further progress in this area is needed to allow for greater security against DoS attacks.
Resilience to Node Compromises
Due to the nature of their deployment, sensor nodes are exposed to physical attacks in which an attacker can extract cryptographic secrets or modify their code. In [11] , the authors demonstrate how to extract cryptographic keys from a sensor node using a JTAG programmer interface in a matter of seconds. One solution to this problem would be the use of more expensive tamper resistance hardware; however, this solution would increase the cost per sensor considerably, thus ruling out deployment of sensor networks with thousands of nodes. Moreover, trusting tamper resistant devices can be problematic [22] .
So, the challenge here is to build networks that operate correctly even when several nodes have been compromised and behave in an arbitrarily malicious way. One approach would be the design of proactive networks of sensors in which the sensors at regular time intervals run a protocol to update their cryptographic key material. Combined with the fact that an adversary would have to capture a large percentage of the sensors in the same time interval, security of the network would be enforced. In general, it is very difficult for an adversary to obtain global information about the entire network. Instead, an attacker only has limited information connected with the nodes she compromises. This can be turned into a defensive mechanism for the sensor network, if the compromised region can be located [23] successfully.
As a result, it would be vital to sensor network security if there was a mechanism that could effectively detect malicious code in sensor nodes and give an assurance that they are running the correct code. Lately software-based code attestation has been proposed as a mechanism like this. For example, SWATT [24] enables an external verifier to verify the code of a running system to detect maliciously inserted or altered code, without the use of any special hardware. This enables new intrusion-detection architectures, where other sensor nodes can play the role of the verifier and alert the rest of the network in case a compromised node is detected. We believe that this direction could offer a serious defence mechanism for sensor networks and propose it as a future research.
Routing Security
Routing and data forwarding is an essential service for enabling communication in sensor networks. Unfortunately, currently proposed routing protocols suffer from many security vulnerabilities [25] (selective forwarding, replayed messages, sinkhole and Sybil attacks, etc.), especially due to node compromises in which a single compromised node suffices to take over the entire network. Cryptographic primitives, such as encryption and authentication, are not enough to secure routing protocols; carefully re-designing these protocols with security as a goal is needed as well.
For example, multipath routing [26, 27] has been proposed as a solution. Redundant disjoint paths are used, so even if an intruder compromises a node, information can be routed by alternative paths. This strategy however provides intrusion-tolerant security. An autonomous communication paradigm should provide intrusion-detection capabilities, in order to enable self-healing processes and enable routing and other network functions to be adapted accordingly.
A closely related problem is that of secure location determination (discussed in the next subsection), which is a prerequisite for secure geographic routing. This is so because in an adversarial environment a malicious node can claim a false position to the infrastructure in order to create routing loops, or have all traffic routed through it. Nevertheless, in autonomic sensor networks, routing strategies may change in order to adapt to network changes [28] [29] [30] . So, for example, if location service for geographic routing becomes unavailable then a different routing strategy must be employed.
In conclusion, securing routing means providing an adaptive mechanism that secures packet flow in the network under various threats. As autonomic routing in sensor networks becomes an attractive challenge, providing security requires new design goals, like adaptability, and extensibility.
Location Aware Security
Many applications of sensor networks require location information, not only for routing purposes, but also for determining the origin of the sensed information or preventing threats against services [31, 32] . Many localization techniques have been proposed, but little research has been done in securing the localization scheme [33] [34] [35] [36] . Security in this case is twofold: Each node must determine its own location in a secure way (secure localization) and each node must verify the location claim of another node (location verification).
Since providing each node with a GPS receiver increases its cost, many localization services assume the presence of a few such nodes (usually more powerful also), which communicate their coordinates in the network and allow the rest of the nodes to estimate their position. This communication provides malicious attackers with the chance to modify measured distances and make nodes believe that they are at a position which is different from their real one. Furthermore, without location verification mechanisms, a dishonest node can cheat about its own position in order to gain unauthorized access to some services, or avoid being penalized. As more and more protocols and services are based upon location awareness, enabling sensors to determine their location in an un-trusted environment becomes essential.
Data Fusion Security
The paradigm of autonomic communication includes the filtering of large data feeds in order to retrieve useful information [37] . In sensor networks, thousands of sensor nodes that monitor an area generate a substantial amount of data which may be unnecessary and inefficient to be returned at the base station. Instead, certain intermediate nodes collect this data, autonomously evaluate it and reply to the aggregate queries of a remote user (Figure 2) . So, data aggregation shifts the focus from address-centric approaches to a more context aware approach that enables sensor networks to maintain a logical view of the data. Fig. 2 . An aggregation hierarchy in a sensor network. Aggregators collect information coming from the same cluster, process it and forward suitable summaries towards the base station, thus saving valuable energy resources. Although aggregators are shown bigger than simple sensor nodes, it should not be inferred that they are more powerful.
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The resource constraints and security issues make designing mechanisms for information aggregation in large sensor networks particularly challenging since aggregation nodes constitute single points of failure. An attacker upon compromising such a node may have access to valuable information and most importantly by changing the value of this information may present a wrong picture about the sensed world, thus leading to bad decisions. Several proposals for secure aggregations exist [38] [39] [40] , but some open issues remain, like reorganizing the security infrastructure in case of energy depletion of an aggregation node.
Efficient Cryptographic Primitives
Because sensor nodes have limited computational and storage capabilities, traditional security solutions are often too expensive for sensor networks. More research in this domain is necessary, especially in exploring the use of efficient asymmetric cryptographic mechanisms for key establishment and digital signatures as a means for leveraging trust in sensor networks and solving some of the problems mentioned above.
Recently, elliptic curve cryptography (ECC) has emerged as a suitable public key alternative for sensor networks [41, 42] , providing high security for relatively small key sizes. Since many traditional public key protocols can be turned to their EC equivalents, public-key infrastructure based on elliptic curves appears to be an attractive choice for sensor networks.
Autonomic Communication Challenges in Securing Sensor Networks
From the discussion in the previous sections, we see how autonomic communication behavior offers opportunities to increase security in sensor networks. We now summarize these autonomic characteristics and discuss what is needed in order to provide an integrated and complete solution for sensor networks security.
-Self-configuration: As the energy of sensor nodes is reduced by computation and communication, some nodes are expected to be disabled during the lifetime of the network and new ones must be deployed. Autonomic communication architectures must allow for sensor nodes to leave and join the network on-the-fly, without compromising the security level. Network configuration may also change in mobile sensor networks, resulting in new formation of groups. In all cases, the network must be able to automatically reconfigure its state, keeping the security level consistent. -Self-awareness: Before a sensor network is able to respond to a security threat, it must be able to recognize it. This requires knowledge about the network's state (or more realistically, the state of neighboring nodes) and network monitoring for abnormal behaviors of sensor nodes or data traffic.
To characterize normal and malicious behavior, appropriate rules must be generated, based on statistics, induction and deduction.
-Self-healing: Once the network is aware that an intrusion has taken place and have detected the compromised area, appropriate actions must be taken. The first one is to cut off the intruder as much as possible and isolate the compromised nodes. After that, proper operation of the network must be restored. This may include changes in the routing paths, updates of the cryptographic material (keys, etc.) or restoring part of the system using redundant information distributed in other parts of the network. Autonomic behavior of sensor networks means that these functions must be performed without human intervention. -Self-organization: Self-organization of thousands of nodes allow a sensor network to perform complex operations in a dynamic communication environment. Emphasis must be given on distributed services that allow secure location awareness, secure data fusion and implementation of complex cryptographic operations, such as access control, authentication, etc. In order to provide the needed functionality, self-organization mechanisms need to be highly scalable and adaptable. -Self-optimization: Since sensor networks can be subject to unpredictable security attacks, they must be able to update their configuration on-thefly to enable optimal behaviors in response to these changes. For example, sensor nodes should be able to function under the sudden communication load often caused by widespread security incidents, like a DoS attack, by triggering the appropriate measures.
Conclusion
In this paper we have presented an overview of current research challenges on sensor networks security, highlighting their autonomic communication aspects. A progress has been made in providing specialized security mechanisms, like key establishment, secure localization, secure aggregation or secure routing. While these mechanisms may protect sensor networks from specific threats, what has been lacking is a holistic approach that encompasses autonomic responses over a broad range of attacks. A research challenge therefore, would be the design of an adaptive security architecture that can monitor the sensor network, recognize a security threat and respond by a coordinated self-healing mechanism. In this sense, autonomic communication techniques offer opportunities for increasing sensor networks security and guaranteeing a robust and survivable solution.
